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Agenda – Current Security Threats 



• Formed In 1985 

• Geographic Footprint –Maryland, DC, Southern 

Pennsylvania,  

• Finance, Education, Healthcare 

• Highly Certified, Tenured Engineers  

 

We Design, Integrate,  

and Support Solutions! 

A little bit about CTI… 



CTI’s Core Competencies 

Security 

 

Compliance 

 

Disaster Recovery & 

Business Continuity 

 

 

 



Core Solutions 

Data Archiving 

Enterprise 
Storage 

Virtualization 

DR Design/Colo 
Services 

Infrastructure 
Security 

Platform 
Upgrades 

The SOLUTIONS that map to our  

CORE COMPETENCIES include… 



CTI Vendor Partners 

We hold close partnerships with  
Strategic Manufacturers  

http://h20143.www2.hp.com/cgi-bin/ccg.dll/JavaContentGateway/Common/externalUrl.jsp?extUrl=http://welcome.hp.com/country/us/en/welcome.html


Some of our customers 



Some of our customers 

http://images.google.com/imgres?imgurl=http://www.prnewswire.com/mnr/underarmour/24332/images/logo-hi.jpg&imgrefurl=http://www.prnewswire.com/mnr/underarmour/24332/&h=726&w=1281&sz=34&hl=en&start=1&tbnid=sraKo-9cSe-dpM:&tbnh=85&tbnw=150&prev=/images?q=under+armour+logo&gbv=2&svnum=10&hl=en
http://www.mosaicinc.org/
http://www.umms.org/
http://www.ebaengineering.com/index.htm
http://www.180s.com/


Why so many data breaches? 



What’s the problem? 

• More people are performing financial 
transactions online. 

• Many organizations and consumers are not 
implementing the level of information 
security necessary to protect data. Should 
they have to? How much is enough? 

• The anonymity of the Internet offers a veil 
as well as new opportunities/victims. 

• Tough global economy. 
• The “Love of money”. Where is the money? 



Data Breaches by Industry 



• 6 of the top 10 largest data breaches of the decade involved financial companies. 

1. Heartland Payment Systems – 2009: In what has been called the largest credit card crime of all 
time. 

2. TJX Companies – 2007: credit card. 

3. U.S. Department of Veterans Affairs – 2009: The personal information for as many as 76 million 
veterans. 

4. Card Systems -- 2005: credit card. 

5. Veterans Laptop With Personal Data Stolen – 2006: Stolen laptop with personal information. 

6. Bank of New York Mellon – 2008: Personal information. 

7. Certegy – 2007: Check Services. 

8. TD Ameritrade – 2007: Customer information. 

9. CheckFree – 2008: Redirected customers to a Web site hosted in Ukraine that tried to install 
malware on peoples' computers.  

10. Hannaford Bros. Chain – 2009: Stolen credit and debit card numbers. 
 

 
 

 

Recent Publicized Data Breaches 



Heartland Payment System’s Breach 



Heartland Payment System’s Breach - MD 



Not in Maryland! I am too small! 



I am too small, Really! 



Cost of Data Braches 

$30 

Per record 

$150 

Per record 

$200  

Per record 



Who is the “Threat Agent”? 



Who is the “Threat Agent”? 



Who is the “Threat Agent”? 



How should you respond? 



How should you respond? 



How should you respond? 

Get Executive Management 
Involved!!!!! 



How should you respond? 

 Discover & Assess Risk 

 Eliminate unnecessary data; keep tabs on what’s left 

 Find a competent IT partner and build strategic 

alliances. (Wink Wink – CTI) 

 Work with other larger, smaller or similar size 

organizations and pick their brains. 

 

 Establish & Enforce Policy 

 Ensure essential controls are met 

 Check the above again 

 Fix Open Vulnerabilities 

 Test and review web applications 

 



How should you respond? 

 

 

 Filter outbound traffic 

 

 Audit 

 Audit user accounts and monitor privileged activity 

 

 Monitor and mine event logs 

 

 Don’t forget about mobile devices!!! 



Other areas of concern 

 

 

 Mobile Banking 

 

 Bluetooth Security 

 



Questions? 



Thank You! 
 

business technology without limits 


