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Agenda — Current Security Threats «
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* CTI Overview

e What’s the problem?

e Who is the “Threat Agent”?
e How should you respond?
 Other areas of concern

* Q&A




A little bit about CTI...

Formed In 1985

Geographic Footprint —Maryland, DC, Southern
Pennsylvania,

Finance, Education, Healthcare
Highly Certified, Tenured Engineers

We Design, Integrate,
and Support Solutionst

www.webcti.com




CTIl’'s Core Competencies

Security

Disaster Recovery &
Business Continuity

Compliance



Core Solutions «

The SOLUTIONS that map to our
CORE COMPETENCIES include...

Data Archiving

Platform Enterprise
Upgrades Storage
Infrastructure

| Virtualization
Security

DR Design/Colo
Services !
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CTIl Vendor Partners

We hold close partnerships with
Strategic Manufacturers

’ symantec. " NetADD:

[ﬁm (&) vmware’ | PARTNER Microsoft

GOLD CERTIFIED

APC CITRIX partner

Reliability Provider

CERTIFIED Gold
Solution Advisor

ZDouble-Take Software



http://h20143.www2.hp.com/cgi-bin/ccg.dll/JavaContentGateway/Common/externalUrl.jsp?extUrl=http://welcome.hp.com/country/us/en/welcome.html

Some of our customers

TMARINER BANK

We Built This Bank For You.

N

Bay-Vanguard

Federal Savings Bank

JMM .
swmc S AND LOAN ASSOCIATION Sla\"e Federal

SAVINGS BANK

.| Strengthening communities. Serving neighbors.
ChesapeakeBank | P— AMERICAN °
of Maryiarid S\ BANK TS

St. Casimir’s
HARVEST e« Savings Bank

BANK OoF MARYLAND*{

HOWARD dlslgn
BANK o/ Maryind.

FEDERAL Y v .
P mcmznn LNION Natlonal F“]anClal Credlt ‘

The Industry Leader You Can Trust,

www.webcti.com




Some of our customers

’ COUNTY-COMMISSIONERS

RHOADS
MOSAIC  &SINONLLP

Commun :’ry Services

m\ Advance

educate, inc.

The SHELT E R Gronfi=

| . | ' - .
CENTERSTAGHRSE Osirls — |Vajsedssy [
A i E ’ since 1875 ERAPEUTICS, INC. :

H m CQS;F% Chase-Brexton

Health Services, Inc.
Open mnds, healing hands

EBA ENGINEERING, INC.
Professional Services Since 1952 l NIVERSITY OF Y m

@l risks MEDICAL SYSTEM

Carroll County Public Library

Carroll County, Maryland

www.webcti.com



http://images.google.com/imgres?imgurl=http://www.prnewswire.com/mnr/underarmour/24332/images/logo-hi.jpg&imgrefurl=http://www.prnewswire.com/mnr/underarmour/24332/&h=726&w=1281&sz=34&hl=en&start=1&tbnid=sraKo-9cSe-dpM:&tbnh=85&tbnw=150&prev=/images?q=under+armour+logo&gbv=2&svnum=10&hl=en
http://www.mosaicinc.org/
http://www.umms.org/
http://www.ebaengineering.com/index.htm
http://www.180s.com/
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Why so many data breaches?

(



What'’s the problem?

* More people are performing financial
transactions online.

e Many organizations and consumers are not
implementing the level of information
security necessary to protect data. Should
they have to? How much is enough?

* The anonymity of the Internet offers a veil
as well as new opportunities/victims.

 Tough global economy.

* The “Love of money”. Where is the money?
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Data Breaches by Industry

Figure 1. Industry groups represented by percent of breaches
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Recent Publicized Data Breaches

* 6 of the top 10 largest data breaches of the decade involved financial companies.

1. Heartland Payment Systems — 2009: In what has been called the largest credit card crime of all
time.

TIX Companies — 2007: credit card.

U.S. Department of Veterans Affairs — 2009: The personal information for as many as 76 million
veterans.

Card Systems -- 2005: credit card.

Veterans Laptop With Personal Data Stolen — 2006: Stolen laptop with personal information.
Bank of New York Mellon — 2008: Personal information.

Certegy — 2007: Check Services.

w N

TD Ameritrade — 2007: Customer information.

CheckFree — 2008: Redirected customers to a Web site hosted in Ukraine that tried to install
malware on peoples' computers.

10. Hannaford Bros. Chain — 2009: Stolen credit and debit card numbers.
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Heartland Payment System’s Breach

Update: Thousands of Institutions Impacted

See the interactive map below for a comprehensive list (updated daily) of institutions
affected by the breach. This list represents only those institutions that have reported their
connection to the breach. Experts estimate the total number of affected institutions in the

thousands.

Current Affected Institution Count: 652

Click on a State to View Details

dis Group, Corp,

copyright 2 # Infarrnation Security Ma

The list of affected institutions is drawn from: Information provided to us by institutions; news
reports from local and national media outlets; and announcements posted on institutions’
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Heartland Payment System’s Breach - MD

Click Anywhere to Return t*VEE

Maryland

Provident Bank, Baltimore, MD
Bay Vanguard FSB, Baltimore, MD
Beverly National Bank, MD

Cedar Point Federal Credit Union, Lexington Park, MD
Madison Square Federal Savings Bank, Baltimore, MD
Maryland Bank and Trust Co. Lexington Park, MD

NIH Fedaral Cradit Union , Rockville, MD

Rosedale Federal Savings & Loan Association Baltimore, MD
St Agnes Employees FCU, Baltimore, MD (550)




Not in Maryland! | am too small!

M&T Bank

Baltimore, MD

Records Taken: 39

Type of Breach: Missing Paper Documents
Date: March 1

MET Bank reported to the Maryland Attorney General in a letter dated
December 18, 2009 that a courer camying work for a Baltimore branch was
robrbed on December 15, 2009. In the courier's bag were 39 customers’ checks.

Partnership Federal Credit Union
Washington, DC

Records Taken: 22

Type of Breach: Accidental breach
Date: March 1

The Partnership Federal Credit Union reported to the Maryland Attorney
General on July 22, 2009 that an internal data file had been discovered on a
computer outside of the secured network earlier in the summer, This may have
potentially exposing personal and financial information. The letter was posted
to the OAG website on March 1.

Telhio Credit Union
Columbus, OH

Records Taken: Unknown
Type of Breach: Insider Theft
Drate: March 1

Telhio Credit Union reported to the Mandand Attormey General in a Decemnber
22, 2009 letter that a former employee had downloaded a report with customer
personal and financial information before leaving his employment in early
August 2009, One Maryland resident’s infiormation was in that report. It was not
stated how many others may have been affected nationwide.
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| am too small, Really!

Figure 4. Organizational size by percent of breaches (number of employees)

Qver 100,000 2%
10,001 to 100,000 20%

1,001to 10,000 26%

101 to 1,000 23%
11to 100 18%

1to 10 %o




Cost of Data Braches

S150 S200
Per record Per record Per record
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Who is the “Threat Agent”?

WHO IS BEHIND DATA BREACHES?

7 0% resulted from external agents (-9%)
4 8% were caused by insiders (+26%)

1 1 % implicated business partners (-23%)

Q4
2 7 /0 involved multiple parties (-12%)

HOW DO BREACHES OCCUR?
48% involved privilege misuse (+26%)
40%' resulted from hacking (-24%)

3 8%' utilized malware (<>)

2 8%' employed social tactics (+16%)

1 5 % comprised physical attacks (+6%)




Who is the “Threat Agent”?

“Only 15% of employers perform
an audit of the documents that
former employees leave with.™"

“09% of laid-off and departing
employees admit taking data with
them—of those, 79% say their
former employer had a policy
against the practice.”?
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Who is the “Threat Agent”?

Finance [T Workers Rank the Industry’s _
: Table 2. Types of internal agents by percent

Riskiest Insiders of breaches within Internal

Tellers and Traders: ranked high-risk by 60%

Regular employee/end-user 51%
of respondents
Administrative/Back Office Workers: ranked Finance/accounting staff 12%
high-risk by 55.74% of respondents .

System/network administrator 12%
Technology Workers: ranked high-risk by
34 43% of respondents Executive/upper management 7%
Executive/Senior Management: ranked high- Helpdesk staff 4%
risk by 29.51% of respondents
Call Center Employees: ranked high-risk by el 22 Sl
29.51% of respondents Auditor 1%
Line of Business Employees: ranked high-
risk by 26.63% of respondents™ Unknown 9%




How should you respond?

www.webcti.com
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How should you respond?
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How should you respond?

)

~~
-]
PP |
»

Get Executive Management Y,

W

N o
~ I“Q“O
— 5%
‘} 022‘3’31"
/’ ry



How should you respond?

> Discover & Assess Risk |
v' Eliminate unnecessary data; keep tabs on what’s left L
v' Find a competent IT partner and build strategic \
alliances. (Wink Wink — CTI)
v Work with other larger, smaller or similar size ‘
organizations and pick their brains.

» Establish & Enforce Policy
v' Ensure essential controls are met
v" Check the above again ‘
v Fix Open Vulnerabilities
v’ Test and review web applications )
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How should you respond?

» Filter outbound traffic

> Audit
v Audit user accounts and monitor privileged activity

» Monitor and mine event logs

» Don't forget about mobile devices!!!
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Other areas of concern

» Mobile Banking

» Bluetooth Security




Questions?

A

N

~ ‘p "

LS
O

AU
V4

ry




Thank Youl!

business technology without limits




